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Configure Microsoft SQL Server

Overview

Microsoft SQL Server is a relational database that is used to store data in tables. Microsoft SQL Server Express is a
lightweight version of SQL Server which is free to download, distribute and use.

To use SQL Server, an instance needs to be created. This represents a complete SQL Server which contains its own
copy of the server files, databases, and security credentials. The Microsoft SQL Server Management Studio is used to
create and manage SQL Server instances and so it is suggested that this is downloaded.

This document describes how to set up a database in either SQL Server or SQL Server Express 2008 and above.

Please note that for SmartBundle users, SQL Server Express is installed as part of the WIN-211 installation. Optionally,
SQL Server Management Studio version 19 can also be installed.

Create a SQL Server Instance

Start the SQL Server Installation Media and select Installation, New SQL Server stand-alone installation or add features
o an existing installation.

5 SOL Server 2016 Setup - O X

Installation Type

Perform a new installation or add features to an existing instance of SQL Server 2016.

Global Rules @ Perform a new installation of SOL Server 2016
Product Updates Select this option if you want to install a new instance of SQL Server or want ta install shared
Install Setup Files components.
Install Rules (O Add features to an existing instance of SQL Server 2016
Mo i SQLEXPRESS
Product Key R -
Select this option if you want to add features to an existing instance of SOL Server, For example, you
License Terms want to add the Analysis Services features to the instance that contains the Database Engine, Features
Feature Selection within an instance must be the same edition.

Feature Rules

Feature Configuration Rules Installed instances:
Ready to Install
Instance Name Instance ID Features Edition Version
Installation Progress
SQLEXPRESS MSSOL13.SQLEXPR... | SQLEngine SQLEn... |Express 13.2.5101.9
Compiats SOLSERVER1G MSSQL13.50LSERV... | SOLEngine Standard 13.25101.9
SOLSERVER14 MSSQL12.SQLSERV... | SQLEngine SQLEn... |Express 12.3.6108.1
SQLSERVER2014 MSS0L12.5QLSERV... |SQLEngine Express 12.3.6108.1
MSSQLSERVER MSSQL10_50.MS5Q... SOLEngineSOLEN... |Standard 10.53.6560.0
<Shared Compone... SSMS, Adv_SSMS 13.0.16106.4
<Shared Compone... SSMS, Adh_SSMS 12360240
«Shared Compone. Conn, SDK, IS 10.53.6560.0
= Back Next > Cancel

e Check Perform a new installation of SQL Server.

% SQL Server 2016 Setup - o x

Feature Selection

Select the Standard features to install.

Global Rules Features: Feature description:
e  |[ The configurstion and operation of each s
Install Setup Files Database Engine Services instance feature of a SQL Server instance is

Install Rules [ sQL Server Replication isolated from other SQL Server instances. SQL

[T R Services (In-Database) Server instances can operate side-by-sideon v

[ Full-Text and Semantic Extractions for Sea Prerequisites for selected features:

Installation Type

R [ Data Quality Services Aread e =
Liescaiee [ PolyBase Query Service for External Data e

" [ Anal s £ Windows PowerShell 3.0 or higher
Feature Selection neysls sevices i Micrnenft Vienal Studin 2010 Redistributahle ¥
Feature Rules [ Reporting Services - Native < 5

Shared Features
Instance Configuration Disk Space Requirements
g [ Reporting Services - SharePoint

Server Configuration []Reporting Services Add-in for SharePaint Pro, || Drive C: 1058 M required, 105741 MB
Database Engine Configuration [ Data Quality Client v || available
Feature C ion Rules. < >
Ready to Install
Select All Unselect All
Installation Progress
Complete Instance root directory: C:\Program Files\Microsoft SQL Server\ |
Shared feature directory: c:\Program Files\Microsoft SQL Server\

Shared feature directory (x86): c:\Program Files (xB86)\Microsoft SQL Server\

< Back Mext > Cancel
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e Check the features to install. At a minimum check Database Engine Services.
5 SQL Server 2016 Setup — O x
Instance Configuration

Specify the name and instance ID for the instance of SOL Server, Instance ID becomes part of the installation path.

Global Rules O Default instance
Product Updates

® Named instance: [SyTechSQLServer |

Install Setup Files
Install Rules

Installation Type sl ‘SVTECHSQLSERVER |
Product Key

License Terms
P T SOL Server directory:  C\Program Files\Microsoft SOL Server\MSSOL13.SYTECHSQLSERVER

Feature Rules
Installed instances:

Instance Configuration
Server Configuration Instance Name Instance ID Festures Edition Version
Database Engine Configuration SOLEXPRESS MSSQL13.SQLEXPR... | SOLEngine, SOLEN.. Express 13.2.5101.9
SQLSERVER16 MSSQL13.SQLSERV... | SOLEngine Standard 13.2.5101.9
Feature Configuration Rules
A — SQLSERVER14 MSSQL12.5QLSERV... | SQLEngine SQLEN... | Express 12.3.6108.1
i SQLSERVER2014 MSSQL12.5QLSERV... | SQLEngine Express 12.3.6108.1
Installstion Progress
MSSQLSERVER MSSQL10_50.MSSQ... | SQLEngine SQLEN... | Standard 10.33.6560.0
Complete <Shared Compone... SSMS, Adv_SSMS 13.0.16106.4
<Shared Compone... SSMS, Adv_SSMS 12360240
<Shared Compone... Conn, SDK, I 10.53.6560.0
< Back Next > Cancel
e Enfer a Named Instance.
5 5QL Server 2016 Setup - u} X

Server Configuration

Specify the service accounts and callation cenfiguration.

Global Rules Service Accounts  Collation
Product Updates

Instll Setup Fles Microsoft recommends that you use @ separate account for each SQL Server senvice

Install Rules Service Account Name Password Startup Type
Installation Type NT Service\SQLAgentss... Manual v
Product Key SQL Server Database Engine NT Service\MSSQLSSYT... Automatic |
License Terms | S0 Server Browser NT AUTHORITY\LOCAL. Automatic | ||
Feature Selection

Feature Rules [] Grant Perform Volume Maintenance Task privilege to SOL Server Database Engine Service

Instance Configuration This privilege enables instant file initialization by avoiding zering of data pages. This may lead
Server Configuration to information disclosure by allowing deleted content to be accessed,

Database Engine C. . Click here for details

Feature Configuration Rules
Ready to Install
Installation Progress

Complete

< Back MNext > Cancel

e Set SQL Server Browser to Automatic.

4 5QL Server 2016 Setup - o x

£ .

Datak Engine C

Specify Database Engine authentication security mede, administrators, data directories and TempDB settings.

Global Rules Server Configuration  Data Directories  TempDB  FILESTREAM
Product Updates

Install Setup Files
Install Rules Authentication Mode
Installation Type
Product Key

Specify the authentication mode and administraters for the Database Engine.

@® Windows authentication mode

O Mixed Mode (SOL Server authentication and Windows authentication)
License Terms

Feature Selection Specify the password for the SOL Server system administrator (s) account.
iRl Enter password:
Instance Configuration

Server Configuration Cenfirm password:
Database Engine Configuration Specity SCUL Server administrators
Feature Configuration Rules

Ready to Install

SQL Server administrators
have unrestricted access

Installation Progress to the Database Engine.

Complete

Add Current User Add... Remove

< Back Mext > Cancel

e Click Add Current User fo give the current Windows account permission fo the database.
o If the database will be accessed across the network enable Mixed Mode.
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5 5OL Server 2016 Setup

Ready to Install

Verify the SQL Server 2016 features to be installed.

Global Rules
Product Updates

Ready to install SQL Server 2016:

- Summary

Install Setup Files Edition: Standard
Install Rules Action: Install (Product Update)
Installation Type Prerequisites
£ Already installed:

Product Key .- Windows PowerShell 3.0 or higher
License Terms - Microsoft Visual Studio 2010 Redistributables
Feature Selection . Microsoft NET Framework 4.5
Feature Rules General Configuration
Instance Configuration £ Features

. Database Engine Services
Server Configuration £ Instance configuration
Database Engine Configuration . Instance Name: SYTECHSQLSERVER
Feature Configuration Rules i Instance ID: SYTECHSQLSERVER
Ready to Instal £ Instance IDs

SQL Datebese Engine: MSSQLI13.SYTECHSOLSERVER

pelalolling e L Instance Directory: C:\Pragram Files\Microsoft SOL Server\
Complete 1 Chared Famnansn # rrnt dirartnn: A2

< >

Configuration file path:

CA\Program Files\Microsoft SOL Server\ 130\Setup Bootstrap\Log'20200124_140007\ConfigurationFile.ini

< Back Install Cancel

e Click Install to start the sefup of the Instance.

SQL Server Applications

There are many applications that are or can be installed to help configure SQL Server. The following are the main
ones referred to in this document.

SQL Server Management Studio
SQL Server Management Studio provides all the tools to create databases, tables, views as well as setting up users
and security.

Management Studio is not installed by default with SQL Server. It must be downloaded and installed separately.

Once installed, SQL Server Management Studio is available from the Microsoft SQL Server program group.

SQL Server Configuration Manager
SQL Server Configuration Manager provides the tools to manage the SQL Server instances in the Windows operafing
system.

This is installed with SQL Server. In some versions it is available in the Microsoft SQL Server program group by selecting
SQL Server Configuration Manager. In other versions it needs fo be launched manually. For example, fo launch the
Configuration Manager for SQL Server 2016, from Start, enter SQLServerManageri3.msc. The 13 is the version of SQL
Server so this will change based on what SQL Server version is installed.

If this does not work, open Windows File Explorer and look for SQLServerManagerXX.msc in either
C:A\Windows\System32 or C:\Windows\SysWOWé4.
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Create a Database

Open Microsoft SQL Server Management Studio and connect to the SQL Server instance. In the Studio, expand the
instance. Select Databases, right-click and select New Database.

H Mew Database - O X
L5 Seript ~ I3 Help
4 Dplians
2 Filegroups Database pame: [Dvanabze |
Ovner. [ ccetaui |
Database fies
LogicalName  File Type  Filegroup Iriticl Size [ME)  Autogrowth / Massize
Diénabze  ROWS.. PRIMARY g By 64 ME, Unlimited
Dvénahze .. LOG Mot Applicable & By 64 ME, Unlimited
Connection
Server
SYO20\SOLSERVERTE
Connection
47 View connection properties
Progress
Ready 3 z
Add Bemove
Cancel

e Setthe Database name to something meaningful.

Backup a Database

Open Microsoft SQL Server Management Studio and connect to the SQL Server instance. In the Studio, expand the
instance. Expand Databases and right click the database in question.

Select Tasks, Back Up...

Object Explorer
Connect~ ¥ ¥ ¢
= @ SQL2022\SQLEXPRESS (SQL Server 16.0.1000 - SQL2022\Admin)
= © Databases
System Databases
Database Snapshots
@ AREA_TEST11.LOG
@ City_Of_Mesa_Water

= w

el New Database...
M New Query
@p Script Database as ~ »
wu
Tasks »
= )(| = Detach..
i (g felides 4 Take Offline
X Facets Bring Online
Sec Start PowerShell
S Encrypt Columns...
env Azure Data Studio  »
Repl P —— Data Discovery and Classification »
Reports »
Man
- Shrink »
] XEve Rename
Delete Back Up..
Refresh Restore »
Properties Generate Scripts...

Extract Data-tier Application...

Deploy Database to Microsoft Azure SOL Database...
Export Data-tier Application...

Upagrade Data-tier Application...

Import Flat File...
Import Data..
Export Data...
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This will open the Back Up Database window. In this window, you can configure the specifics about how you want to
back up your database. For this example, we will accept the defaults.

W Back Up Database - DBS - O X

EEkEstajpone IT Sciipt » @ Help

& General

# Media Options

# Backup Options Source
Database: DB9 ~
Recovery model: FULL
Backup type: Full ™

] Copy-only backup

Backup component:
@ Database

() Files and filegroups:

Destination

Back up to: Disk v

Connection C\temp\DB9.bak Add

Server:

SQL20224SQLEXPRESS Remove

Connection:
SQL2022\Admin

Contents

ﬁ View connection properties

Progress
Ready

The database will be backed up to the specified disk location. If there is no location specified, select Add and pick a
destinafion folder. Be sure fo only select a single destination folder or it will split the back up into the two different
locations.

Click OK at the bottom to begin the backup.

When the backup is complete, go to the specified folder to verify the .bak file was correctly created.

Restore a Database

Open Microsoft SQL Server Management Studio and connect to the SQL Server instance. In the Studio, expand the
instance.

Right-click Databases and select Restore Database...:

Object Explorer > I x
Connect~ ¥ *¥ VS
= i@ SQL2022\SQLEXPRESS (SQL Server 16.0.1000 - SQL2022\Admin)

B

p New Database...

I Attach...
-/ Restore Database...

] Restore Files and Filegroups...
wl - o
Deploy Data-tier Application...
=3 ploy : DDV :
@1 Import Data-tier Application...
| Start PowerShell
- Reports »
=]
=] Refresh

In the Restore Database window, select Source, Device and then click the browse [...] button next to the Device
field:
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. Restore Database - DB9 - [m| X
1. Atail-log backup of the source database will be taken. View this setting on the Options page.
Select a page LT Script - | @ Help
ﬁ General Source
Files
z Options O Database:
@ Device: ‘C'\temp\DBB bak
Database: DB ~
Destination
Database: ‘DBQ ~
Restore to: Timeline._ .

Connection

¢% SQL2022\SQLEXPRESS
[SQL2022\Admin]

View connection properties

Progress

@ Done

Browse to the .bak file location that you would like to restore and click OK. Click OK again to begin the database

restore.

Start the SQL Server Installation Media and Remote Connection

If the SQL Server is remote to where XLReporter is installed, i.e., on a different workstation then remote connections

must be enabled in SQL Server.

Restore plan

Backup sets to restore:

Name Component  Type Server
DB9-Full Database Backup Database Full TB05-SQLSVR\SALS

>

Verify Backup Media

Open the SQL Server Management Studio and connect to the SQL Server instance.

e Right click the server at the top and select Properties.

5 Server Properties - S¥0RLSQ EXPRESS - D
Selectapage p ;
Seript + I Hel
2 General &5 soret ~ [ Hep
2 Memary

2 Pracessors
r

e =

47 Database Settings
A Advanced

2 Pemissions

Connection

Server
SYD2MSOLEXPRESS

Connectior:

42 View connection properties

Progress

Fieady

e Under Select a Page, select Connections.

Connections

Masimum number of coneurrent connections (0 = unlimited)
0 =

[] Use query gavemor ta prevent long-unning queries
0 :

Default connection options

[ implcit transactiors: "
[ cursor close on commit

] ansi wamings

[ ansi padding

[ ANSINULLS

[ anithmetic abort v

Remote server connections

| &2 v emate cannections totis server |

Remolte guery timeout (n seconds. 0 = no fmeou
£00 0

[ Require distributed transactions for server-to-server communication

@® Configured values O Bunning valies

Cancel

Help

¢ In the Remote server connections section, check Allow remote connections to this server.
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Authentication

When XLReporter connects to SQL Server, it needs to provide authentication credentials. Two types of
authentication are supported by SQL Server:

The credentials used will be those of the active Windows user. For a remote connection, this credential will fail

Windows Authentication

unless an identical account is available on the remote system.

The credentials used will be those of users that have been created in the SQL Server database. This can be used
anywhere on the network.

SQL Server Authentication

To use SQL Server authentication, open the SQL Server Management Studio and connect.

Right click the server at the fop and select Properties.

[ server Properties - SY020VSQLEXPRESS

Selectapage
A General
2 Memary
 Pracessars
r 1

(# Connections
147 Database Settings

A Advanced
& Pemissions

Connection

Server
SYD2MSOLEXPRESS

Connectior:

5 Seript ~ I3 Help

Server authentication

(O windows Authentication mode

| ® 50 Server and Windows Authentication mode |

Login auditing

O Mone

@ Failed logins only

O Successful logins only

O Both falled and successfullogins

Server prosy account

[ Enable server prowy account

Options

42 View connection properties

Progress

Fieady

Under Select a Page, select Security.

[ Enable 2 audit racing

[ Cioss database ownership chairing

Cancel

In the Server Authentication section, select SQL Server and Windows Authentication mode.

Create SQL Server Users

If SQL Server authentication is the preferred way of connecting to the database, then users will be required.

Enfer a Login name.

B Login - New
Selecta page
B General
2 Server Roles
25 User Mapping
7 Securables
144 Status

Connection

Server:
SYD20\SYTECHSQLSERVER

Connection:
SY020MSyTech

3 View cornection propetties

Ready

Select SQL Server Authentication.

Expand Security and right-clicking Logins, select New Login.

5 scpt ~ [ Heip

ILngln name: [SyTech

() Windows authentication

(® SOL Server authentication

Password

Corfimn password

Erforce password policy
[ Enforce password expiration

(O Mapped to cetfificate
(O Mapped to asymmetric key
[ Map to Credential

Mapped Credertials Credential

Defauk database master

Defautt lanquage <defauit>

Provider

Cancel
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Browsing
To browse SQL Server names across the network, the SQL Server Browser Service needs to be enabled.

Open SQL Server Configuration Manager.

Sql Server Canfiguration Manager [m] *
Eile  Action  Miew Help
L AERENEAN P NRCROROK)
4B SOL Server Configuration Manager (Lacal) Nare State Start Made
E zot zewer ilerwcesk Confi o (32bi ﬁSQL Server Integration Services 10.0 Running Autarnatic
% sgL NE';’” CT“"’:QT OE'C" 'E'f”""t'”t”( 3‘22t 55S0L Server (SOLEXPRESS) Running Automatic
= @tve Client 11.0 Configuration (3261t 5 50L Server (SOLSERVER14) Running Automatic
H S0L Server Metwork Configuration Bosal 5 OLSERVER] Runmi a
2 501 Wative Client 11.0 Configuration QL Server (30 o unning utomatic
E)SQL Server (SOLSERVER2014) Running Autornatic
SQL Full-text Filter Daermon Launcher (MSSQLSERVER) Running Manual
@SOL Server (MSSOLSERVER) Running Autarnatic
[8)50L Server Agent (SOLEXPRESS) Stopped Other (Boot, Sysi
HR)50L Server Agent (SOLSERVER1S) Stopped Other (Boot, Sysi
H)50L Server Agent (SOLSERVER1E) Stopped Manual
erver Agent (SOLSERVERZ014) Stopped
v Running
B2)50L Server Agent (MSSOLSERVER) Stopped hanual
< >

e Under SQL Server Configuration Manager (Local) select SQL Server Services.

e On the right, right-click SQL Server Browser and choose Start fo start the service.

If Start and Stop are disabled this means that the service itself is disabled. To enable, open the Windows Control

Panel and open Administrative Tools, Services.

e Locate the SQL Server Browser service and double click on it to access Properties.

Gereral  LogOn

Service name:

Display name:

Description:

50L Server Browser Properties (Local Computer) X

Recovery Dependencies
SGQLBrowser
SGL Server Browser

Provides SQL Server connection information to
client computers

Path to executable:
"C:\Program Files {c86)Microsoft SGL Server\530"Shared"sglbrowser.exe”

Startup type: Automatic b
Service status:  Running
Start Stop Pause Resume

‘You can specify the start parameters that apply when you start the service
from here

Cancel Apply

e In Properties set Startup type to Automatic.

e Click OK.

Return back to the SQL Server Configuration Manager and start the Browser service.
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Protocols
To access a SQL Server instance across the network it may be required to enable the TCP/IP protocol to make the
connection.

Open SQL Server Configuration Manager.

[& Sql Server Configuration Manager - O X
File Action View Help
LEAE=REY
4B SOL Server Configuration Manager (Local) || protocal Name Status
e

rvices %~ Shared Memory  Enabled
etwork Configuration G261 | oy, pioe Dissbled

i g p—— "
etwork Configuration W Enacied

ocols for SOLEXPRESS
& 0L Native Client 11.0 Configuration

e Under SQL Server Configuration Manager (Local) expand SQL Server Network Configuration and select Protocols
for the instance configured.

e On the right, right-click TCP/IP and choose Enable fo enable the protocol.

Windows Firewall
If the Windows Firewall is enabled on the machine where SQL Server is installed remote connections may sfill fail. This
is because the Port that SQL Server is configured for is not opened in the Windows Firewall.

To identify the Port to open, open the SQL Server Configuration Manager.

e Under SQL Server Configuration Manager (Local) expand SQL Server Network Configuration and select Protocols
for the instance configured.

e On the right, right-click TCP/IP and choose Properties.
e In TCP/IP Properties select the IP Addresses fab.

e Scroll to the IPAIl section. If the SQL Server is running on a static port, TCP Port is the Port number fo open.
Otherwise, TCP Dynamic Ports is the Port number to open.

Now that the Port is identified, it needs to be opened in the Windows Firewall.

e Open the Windows Firewall. Typically, the easiest way fo do this is by typing Firewall into the search bar at the
bottom left of Windows.

e Click Advanced Settings

e Right-click Inbound Rules and select New Rule.

e For the rule type select Port and click Next.

e Apply the rule to TCP.

e For port, select Specific local ports and specify the port number identified previously and click Next.
e Leave Allow the connection selected and click Next.

e Apply the rule for every network type required and click Next.

e Give the rule a Name and click Finish.

If a remote connection sfill fails, repeat the steps above opening TCP Port 1433 and UDP Port 1434.

If a remote connection continues to fail and you have not done so already, start the SQL Browser service (see the
Browsing section above for details).
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TLS Security

When a connector in XLReporter is configured to Microsoft SQL Server, by default it uses the Microsoft OLEDB Provider
for SQL Server that is delivered with the Windows Operating System. However, this OLEDB provider does not support
TLS 1.2 security which can be configured in later versions of SQL Server.

The telltale sign that TLS 1.2 security is enabled on the database is that when the Test Connection button is clicked,
the error returned is: SSL Security error.

To combat this, Microsoft has released the following updated drivers

e Microsoft OLEDB Driver for SQL Server
e Microsoft OLE DB Driver for SQL Server 19.0.0

These can be downloaded from Microsoft’s website and installed. Install either the 32 (x86) or 64 (x64) according to
the System Type of the Windows Operating System (32 or 64 bit).

If either of these drivers are installed on the PC, when a connector to SQL Server is configured, it will use the new
driver rather than the one delivered by the Operating System.

It is recommended to only install one of these new drivers, both are not necessary.
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